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Telnet

;, Qué es telnet?

¢, Por que existe?

s, Para quée sirve?

;, Como se usa?

Hoy, ¢ se recomienda su uso?



Protocolo de red que se inicia en 1969. Surge bajo la
necesidad de conectar 2 equipos remotamente.
Se aplica sobre una conexion TCP utilizando un canal

de 8 bits para enviar datos en ASCII.



Telnet

Direccion IP
192.168.2.2 23

Servidor

Telnet

Cliente Red

Telneat

Terminal virtual

Telnet proporciona una forma de utilizar una computadora, conectada a traveés de la red, para acceder a
un dispositivo de red como si el teclado y el monitor estuvieran conectados directamente al dispositivo.

Como funciona?



e Permite solucionar fallos a distancia
e Posibilita la consulta remota de datos

e Utilizar todo tipo de servicios
o Consultas a db
o Consultas de mails

e Acceder alos BBS

Para qué se usa?



Para comenzar a usar telnet solo basta con
Iniciar el cliente, seguido de la direccion del
servidor y el puerto:

alejandro@alejandro-A24 -~ $ telnet 192.168.08.9J}

Conexion remota



alejandro@alejandro-A24 ~ § telnet 192.168.6.9
Trying 192.168.8.9...

Connected to 192.168.0.9.

Escape character is ']’

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadmin to get started

metasploitable login: |

Conexion remota



metasploitable login: msfadmin

Password:

Last login: Mon May 4 15:03:40 EDT 2015 from 192.168.0.8 on pts/1

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 18 13:58:00 UTC 2008 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu. com/

No mail.

msfadmin@metasploitable:~$

Conexion remota



msfadmin@metasploitable:~% 1s
vulnerable

msfadmin@metasploitable:~% cd vulnerable/
msfadmin@metasploitable:~/vulnerable$ ls
mysql-ssl samba tikiwikili twiki2ee3e281l
msfadmin@metasploitable:~/vulnerable$

msfadmin@metasploitable:~% mkdir redes
msfadmin@metasploitable:~% ls

redes wvulnerable
msfadmin@metasploitable:~% cd redes/
msfadmin@metasploitable:~/redes$

Conexion remota
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About

Putty

PUTTY Configuration

Basic options for your PUTTY session
Specify the destination you want to connect to
Host Name (or IP address) Port

[192.168.0.10 |23

Connection type:

=

Raw (O Telnet Rlogin SSH Serial

Load, save or delete a stored session
Saved Sessions

;_.prueba

| Default Settings Load
Save
Delete

Close window on exit:

) Always MNever Only on clean exit

Open Cancel
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Options controlling session logging
Session logging:
None @ Printable output
All session output SSH packets
55H packets and raw data

Log file name:
:.P':r."ft.f'.fil.c_’g__ _' Browse...

(Log file name can contain &Y, &M, &D for date, &T for
time, and &H for host name)

What to do if the log file already exists:
Always overwrite it

Always append to the end of it
() Askthe user every time

[E Flush log file frequently

Options specific to 55H packet logging

[E] omit known password fields

Omit session data

Open Cancel
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Options controlling proxy usage

| Proxy type:

©) None SOCKS 4 S0OCKS 5
HTTP Telnet Local

| Proxy hostname Port

fprm_q._r | 80

Exclude Hosts/IPs

Consider proxying local host connections

| Do DNS name lookup at proxy end:

Mo & Auto Yes

| Username

Password

| Telnet command, or local proxy command

| connect %host %portin

Open Cancel
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Options controlling Telnet connections
Telnet protocol adjustments
Handling of OLD_ENVIRON ambiguity:
© BSD (commonplace) RFC 1408 (unusual)

Telnet negotiation mode:
Passive @) Active

Keyboard sends Telnet special commands

[E] Return key sends Telnet New Line instead of ~M

Open Cancel
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x 4+ — Follow TCP Stream

-Stream Content

mmss T faaddmmiinn
ﬁasswnrd: msTfadmin

Last login: Mon May 4 15:45:12 EDT 2815 from 192.168.8.8 on pts/1
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 18 13:58:80 UTC 29088 i6B6

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/

No mail.

ﬁsfadmin@metasplnitable:~$ mmkkddiirr rreeddeess

-kdir: cannot create directory “redes': File exists
sTadmin@metasploitable:~% 11...[Kccdd rreeddeess

-sfadmin@metaspluitable:~fredes$ llss

lmsfadmin@metasplnitable:~fredes$

i Entire conversation (790 bytes) - J

| Buscar H Guardar como H Imprimir J@ AsScH ) EBCDIC ) Hex Dump () € Arrays () Raw

Ayuda - Filter Out This Stream- Cerrar
| | J | I
e




e — Follow TCP Stream

“Stream Content

msfadmin
.msfadmin
.mkdir redes
.L.cd redes
s

l 192.168.0.8:39346 — 192.168.0.9telnet (49 bytes) - J

l Buscar “ Guardar como “ Imprimir IGAS{I]I () EBCDIC () Hex Dump () C Arrays () Raw

| Ayuda l Filter Out This Stream I l Cerrar J
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S Follow TCPF Stream

Stream Content

ms fadmin
Password:
Last login: Mon May 4 15:45:12 EDT 2815 from 192.168.8.8 on pts/1

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 1@ 13:58:080 UTC 2008 i686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in fusry/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please wvisit:
http: //help.ubuntu. com/

Mo mail.

msfadmin@metasploitable:~% mkdir redes

mkdir: cannot create directory “redes': File exists
ms fadmin@metasploitable:~% 1..[Kcd redes
msfadmin@metasploitable:~/redes% ls
msfadmin@metasploitable:~/redes%

[ 192.168.0.9:telnet — 192.168.0.8:39346 (741 bytes)

I- Buscar “ Guardar como H Imprimir I@ ASCIL ) EBCDIC ) Hex Dump () C Arrays

. Ayuda J Filter Out This Stream I I .

Cerrar




Preguntas



. http://es.wikipedia.org/wiki/Telnet

. http://es.kioskea.net/contents/283-protocolo-telnet

. http://www.rfc-es.org/rfc/rfc0854-es.txt

. https://uvirtual.unet.edu.ve/pluginfile.php/1/blog/attachment/1435/telnet.pdf
. http://neo.lcc.uma.es/evirtual/cdd/tutorial/transporte/twhandshake.html

. http://docsetools.com/articulos-enciclopedicos/article 92547 .html

. http://tartarus.org/~simon/putty-snapshots/htmldoc/Chapter4.html
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RFC:
1. http://lwww.rfc-es.org/rfc/rfc0854-es.txt
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